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Introduction1 

 
 
Welcome to the first edition of the Hilgers Graben PLLC Data Privacy Compendium & 
On-Line Desk Book (2016).   If you are someone who needs to worry about data privacy 
and data protection issues (business person, lawyer, etc.), then you already know that 
this is a constantly evolving area of the law.  There is a bewildering amount of material 
on data privacy and data security available on-line.  The challenge for anyone is to read 
through it all and decide what they think is most useful. 
 
Every year I collect the best materials I can find regarding data privacy and data security 
and list them in this compendium.  There are articles from leading publications, as well 
as resources available on law firm websites, blogs, and government websites.  The idea is 
to provide readers with a number of helpful materials available via hyperlinks directly to 
the source. 
 
Unless otherwise noted, I take no credit for the materials noted below.  These are simply 
a number of resources that I consider worthy of inclusion in this compendium.  There 
will be a new version for 2017 and I may update or swap out the links below at any time, 
so always worth checking back from time to time. 
 
Hilgers Graben offers legal counsel and guidance on a number of data privacy and data 
protection issues, from pre-breach planning to breach support.  For more information 
contact me at smiller@hilgersgraben.com 
 
I also post articles and other materials of interest in this area via the firm’s Twitter 
account and LinkedIn account, so be sure to follow or connect to either or both. 
 
If you have materials you wish for me to consider including in the next edition, please 
send them to me at the email address above. 
 
Sterling Miller 
JD, CIPP/US 
 
January 1, 2016  

                                                           
1 No Legal Advice or Attorney-Client Relationship: This publication has been prepared by Sterling Miller and Hilgers Graben 
PLLC (together the “firm”) for informational purposes and is not legal advice. This publication is not intended to create, and receipt 
of it does not constitute, a lawyer-client relationship. You should not act upon this publication without seeking advice from a lawyer 
licensed in your own state or country. Do not send us confidential information until you speak with one of our lawyers and receive 
our authorization to send that information to us. Providing information to the firm (via e-mail links on this Web site or otherwise) 
will not create an attorney-client relationship in the absence of an express agreement by the firm to create such a relationship, and 
will not prevent the firm from representing someone else in connection with the matter in question or a related matter. 
 
No Warranties: This publication, and all information available on or accessed through this publication, is provided “as is.” The 
firm makes no warranties, representations or claims of any kind concerning the information presented on or through this site 

mailto:smiller@hilgersgraben.com
https://twitter.com/HilgersGraben
https://www.linkedin.com/company/hilgers-graben-pllc
mailto:smiller@hilgersgraben.com
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Privacy Related Materials 
 

1. Ten Things: Data Privacy Essentials  (Sterling Miller) 
 

2. Privacy Risk Assessment Questionnaire  (IACPA) 
 

3. Guide for Structuring and Implementing Privacy Impact Assessments (TRUSTe) 
 

4. 10 Steps to Mitigate a Data Breach Before it Happens (Arent Fox) 
 

5. Privacy Management Accountability Framework (Nymity) 
 

6. Breach Incident Response: Emergency Preparedness Guide (DLA Piper) 
 

7. Data Security Breaches – Incident Preparedness and Response (Bryan Cave) 
  

8. Data Breach Response Checklist (Practical Law) 
 

9. Data Breach Incident Response Workbook (AllClearID) 
 

10. Security Breach Notification Laws (by State) – 2015 (Weil Gotshal) 
 

11. Global Data Privacy Directory (by country) – 2014 (Norton Rose Fulbright) 
 

12. Social Media Privacy Laws Desk Book – 2015 (Seyfarth Shaw) 
 

13. Verizon 2015 Data Breach Investigations Report (Verizon) 
 

14. NIST Cyber Security Framework (NIST) 
 

15. EU Data Privacy Directive & General Data Privacy Regulation (Final Draft) 
(European Commission) 
 

16. Cybersecurity Lexicon for General Counsel (Guidance Software) 
 

17. International Data Transfers (options) (Hogan Lovells) 
 

18. Cyber-insurance: Buyer Beware (10 Tips) (Metro Corporate Counsel) 
 

19. 20 Questions When Your Vendor’s Cyber-insurance Matters (John Neiditz) 
 

20. DOJ Best Practices for Victim Response and Reporting of Cyber Incidents  (DOJ) 
 

21. Map of Sectorial and Omnibus Privacy/Data Security Laws (Nimity) 
 

22. Introduction to Data Security Breach Preparedness (with model guide) (ABA) 
 

https://sterlingmiller2014.wordpress.com/2015/04/30/ten-things-data-privacy-the-essentials-2/
https://www.aicpa.org/InterestAreas/InformationTechnology/Resources/Privacy/Pages/Privacy%20Risk%20Assessment%20Questionnaire.aspx
http://info.truste.com/lp/truste/Web-Resource-GuideForPIAs-Whitepaper_LP.html
http://www.arentfox.com/newsroom/alerts/10-steps-mitigate-data-breach-it-happens#.VmNM4narSUk
https://www.nymity.com/~/media/Nymity/Whitepapers/Nymity%20Privacy%20Management%20Accountability%20Framework.pdf
https://www.dlapiper.com/~/media/Files/Insights/Publications/2015/02/Breach%20Incident%20Response.pdf
https://www.bryancave.com/images/content/2/2/v2/2285/DataBreachHandbookValdeteroandZetoony.pdf
http://us.practicallaw.com/2-604-9645
https://www.allclearid.com/business/resource/incident-response-workbook/
http://www.weil.com/~/media/files/pdfs/1502084_security_breach_notification_broch_en_digital_v2.pdf?la=en
http://www.weil.com/~/media/files/pdfs/1502084_security_breach_notification_broch_en_digital_v2.pdf?la=en
http://www.nortonrosefulbright.com/files/global-data-privacy-directory-52687.pdf
http://www.seyfarth.com/uploads/sitefiles/practices/131317socialmediasurveym13.pdf
http://www.greycastlesecurity.com/resources/documents/2015_Verizon_Business_Data_Breach_Investigations_Report.pdf
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:31995L0046&from=en
https://iapp.org/media/pdf/resource_center/2015_12_15-GDPR_final_outcome_trilogue_consolidated_text.pdf
https://www2.guidancesoftware.com/resources/Pages/doclib/Document-Library/Cybersecurity-Lexicon-for-General-Counsel-ug.aspx
http://www.hldataprotection.com/2015/10/articles/international-eu-privacy/eu-data-transfers-considering-your-options/
http://www.metrocorpcounsel.com/articles/32594/when-it-comes-cyberinsurance-buyer-beware-10-tips-upping-recovery-odds-cyber-and-do-p
https://www.linkedin.com/pulse/20-questions-when-your-vendors-cyber-coverage-matters-jon-neiditz
http://www.justice.gov/sites/default/files/opa/speeches/attachments/2015/04/29/criminal_division_guidance_on_best_practices_for_victim_response_and_reporting_cyber_incidents2.pdf
https://www.nymity.com/~/media/Nymity/Files/Privacy%20Maps/NYMITY_World_Map.ashx
http://www.americanbar.org/content/dam/aba/administrative/litigation/materials/sac_2012/22-15_intro_to_data_security_breach_preparedness.authcheckdam.pdf
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23. Regulatory Investigations Following a Reported Breach (Data Privacy Monitor) 
 

24. You Have a Breach Response Plan … Now How Do You Test It? (Alston/Bird) 
 

25. Data Breach? Top Ten Things to do Next (Sullivan & Worcester) 
 

26. 2015 Cost of Data Breach Study (Ponemon) 
 

27. The Nature of Cyber Risk (Metro Corporate Counsel) 
 

28. Summary of Data Privacy Resources – 2015 (Worldwide ERC) 
 

29. Data Breach Response Guide – (Experian) 
 

Useful Privacy Websites 
 

1. International Association of Privacy Professionals 
 

2. Nymity 
 

3. TRUSTe 
 

4. National Institute of Standards and Technology 
 

5. Article 29 Working Party (EU) 
 

6. Federal Trade Commission – Privacy and Security 
 

7. Ponemon Institute 
 

8. Online Trust Alliance 
 

9. InfraGard 
 

Privacy/Other Blogs 
 

1. Ten Things You Need to Know as In-House Counsel  (Sterling Miller) 
 

2. Chronicle of Data Protection (Hogan Lovells) 
 

3. Privacy Matters (DLA Piper) 
 

4. Global Privacy Watch (Seyfarth Shaw) 
 

5. Data Privacy Monitor (Baker Hostetler) 
 

6. Privacy Law Blog  (Proskauer Rose)  

http://www.dataprivacymonitor.com/information-security/a-deeper-dive-regulatory-investigations-following-a-reported-breach/
http://www.alston.com/files/publication/0c7d813d-5489-4a76-a417-b862d8c3c00c/presentation/publicationattachment/6eb7c5d5-07fe-4a3e-a521-c044b658b54b/15-386%20breach%20response%20plan%20testing.pdf
http://blog.sandw.com/inhousego2/data-breach-top-10-things-to-do-next?utm_source=Mondaq&utm_medium=syndication&utm_campaign=View-Original
file:///C:/Users/Sterling/Downloads/ADTmagWP_IBM_2015%20Cost%20of%20Data%20Breach%20Study%20United%20States.PDF
http://www.metrocorpcounsel.com/articles/32381/amorphous-nature-cyber-risk-gcs-should-look-enterprise-wide-impact-breach
file:///C:/Users/Sterling/Desktop/Worldwide%20ERC
https://www.experian.com/assets/data-breach/brochures/response-guide.pdf
http://www.iapp.org/
https://www.nymity.com/
https://www.truste.com/
http://www.nist.gov/information-technology-portal.cfm
http://ec.europa.eu/justice/data-protection/article-29/index_en.htm
https://www.ftc.gov/tips-advice/business-center/privacy-and-security
http://www.ponemon.org/
https://otalliance.org/
https://www.infragard.org/
http://www.tenthings.net/
http://www.hldataprotection.com/
http://blogs.dlapiper.com/privacymatters/
http://www.globalprivacywatch.com/
http://www.dataprivacymonitor.com/
http://privacylaw.proskauer.com/
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High Level Data Breach Check List 
 

 Identify the different types of data you have and the levels of protection each 
require. 

o Implement appropriate physical, technical, and administrative controls. 
o Keep software patches current. 
o Consider the NIST Cybersecurity Framework. 

 Ensure you have notified system users (e.g., employees, customers) that you will 
monitor your systems and their activity as needed to detect and respond to cyber 
incidents (i.e., via user agreements, workplace policies, training, etc.). 

 Engage with law enforcement before there is a breach, i.e., local FBI offices, 
InfraGard, U.S. Secret Service. 

 Have a well-drafted externally facing privacy statement and user agreement.  
Ensure contracts have appropriate data breach protection language, including 
data protection compliance obligations in vendor contracts (vet vendors 
carefully). 

 Utilize “Privacy by Design” and “Privacy Impact Assessments.” 

 Limit the personal data you collect.  

 Encrypt personal data and/or consider two-step authentication. 

 Have a detailed data breach plan in place before there is an intrusion or breach, 
including identifying your internal team (including back-ups), contact 
information, third party help (e.g., outside legal, media expert), forensic 
plans/vendors, off-site data back-up, and so forth. 

o Practice it. 
o Disseminate it. 
o Update it. 

 If there is an incident, put data breach plan into effect immediately. 
o Assemble the contact players (or back-ups) identified in the plan to 

analyze incident as soon as possible, i.e., within one hour. 

 Is this a true data breach (i.e., a loss of personally identifiable data along with 
SSN#, password, driver’s license #, etc.) or just a data incident? 

o Data breach requires more substantive response than an incident. For 
example, U.S. state notification laws only apply in the event of a data 
breach, not a data incident. 

 If a data breach: 
o Contact: legal counsel, IT forensics specialists, media relations team, and 

any other appropriate outside vendors. 
 Coordinate work with legal counsel, especially with respect to 

written materials 
o Quickly assess the situation (“who, what, where, when, why, and how”). 

 What systems are affected? 
 What data? 
 Who launched attack? 
 Document everything you can about the breach including what you 

did and why in response to it 
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o Ensure breach has ended and ensure that affected systems are fixed and 
locked down. 

 Properly preserve evidence (reports, logs, audits, suspicious emails, 
hacked accounts, etc.) 

o Begin forensic investigation into cause and scope. 
 For example, image the affected computers 

o Determine whether you need to notify law enforcement or state attorneys 
general. 

 Even if not required, consider with counsel whether such 
notification makes sense regardless 

o Determine notification obligations (to customers, employees, etc.) and 
applicable timelines under various laws (state, federal, foreign). 

o Determine if vendors are the (or a) source of the breach. 
o If health care information is involved, understand that additional 

requirements may apply. 
o Contact insurance company. 
o Monitor company bank accounts and require additional approvals for 

transfer of sums above a certain amount. 
o Understand any notification obligations under contracts with vendors and 

customers. 
o Determine, if needed, logistics of a call center (to deal with calls from 

customers)/notification process – consider hiring a third party vendor to 
run the operation. 

o Create breach communications plan, internal and external: 
 Media 
 Employees 
 Senior management/Board of Directors 
 Customers 
 Investor relations 
 Regulators/law enforcement 
 Public Affairs 
 Contents of potential apology 

 Post breach: 
o Continue to monitor networks/systems to ensure threat was 

eradicated/stopped. 
o Evaluate effectiveness of data breach plan and response overall. 

 Make changes as needed 
o Update any other relevant internal policies and procedures. 
o Make changes to systems needed to prevent breach from occurring again. 
o Update data security training/awareness for employees, especially 

employee training around cyber-hygiene (e.g., strong passwords, up-to-
date antivirus software and patches, “phishing” training). 

o Cooperate with law enforcement as needed. 
o Improve vendor vetting process. 
o Encrypt data if feasible (“at rest” and “on move”). 
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www.hilgersgraben.com │ info@hilgersgraben.com 
 

Follow us on Twitter @HilgersGraben 
and on LinkedIn @ Hilgers Graben PLLC 

 

Dallas · Lincoln · Omaha 
 

Litigation │ Internal Investigations │ Cyber Risk/Data Privacy   
Compliance │ Discovery Counsel │ Trademarks │ Copyrights 

Legal Project Management 

http://www.hilgersgraben.com/
mailto:info@hilgersgraben.com
https://twitter.com/HilgersGraben
https://www.linkedin.com/company/hilgers-graben-pllc

